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(54) [Title of the Invention] Communication Method and 
5 Communication Interface Device 
(57) [Abstract] 
[Problem to be Solved] 

To provide a communication method which enables 
communication by a communication network having a firewall 
10 between an object device of communication and a management 
device, and a communication interface device which is used 
when the method is executed. 
[Solution] 

This communication method is used to attain 
15 communication between an object device 2 of communication 
and a management device 3 which operates the device 2 and 
monitors the operation thereof via a communication network 
having a firewall 4 which is disposed between the object 
device 2 of communication and a management device 3 and 
20 transmits only signals which conform to a predetermined 

communication protocol, characterized in that signals to be 
transmitted to the object device 2 of communication from the 
management device 3 are converted into signals which conform 
to the predetermined communication protocol, and sent to the 
25 firewall 4 . A communication interface device 1 which 
converts signals conforming to the predetermined 
communication protocol into signals which can be received by 
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the object device 2 of communication , and signals conforming 
to the predetermined communication protocol are sent to the 
communication interface device 1 from the firewall 4 • 

5 [CLAIMS] 

[Claim 1] A communication method between an object 
device of communication and a management device which 
operates the device or monitors the operation thereof, via a 
communication network having a firewall which is disposed 

10 between said object device of communication and said 

management device to transmit only signals which conform to 
a predetermined communication protocol, wherein signals to 
be transmitted from said management device to said object 
device of communication are converted to signals conforming 

15 to said predetermined protocol, and are transmitted to said 
firewall. 

[Claim 6] A communication interface device for 
communicating between an object device of communication and 
a management device which operates the device or monitors 

20 the operation thereof, via a communication network having a 
firewall which is disposed between said object device of 
communication and said management device to transmit only 
signals which conform to a predetermined communication 
protocol, wherein said device has a function for converting 

25 signals to be transmitted from said management device to 

said communication network via said firewall to signals to 
be able to receive by said object device. 
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[0027] 

Fig. 2 shows a configuration of the firewall 4 where 
HTTP protocol is set for the protocol of signals which are 
transmitted through the firewall 4. 
5 [0028] 

The illustrated firewall 4 has network interface 
sections II and 12 for each network to which [the firewall 
4] is connected (in this case, internal network 20 and 
external network 30) , and has an IP filtering section 4F for 
10 filtering commands and responses according to settings 

between the two network interfaces II and 12 , as an HTTP 
protocol relay section. 

[0029] 

This IP filtering section 4F is set such that only HTTP 
15 protocol signals pass through from the internal network 20 
to the external network 30, and only HTTP protocol signals 
pass through from the external network 30 to the internal 
network 20. 
[0030] 

20 Fig. 3 shows an example of the procedure for converting 

signals to be transmitted from the personal computer 3 to 
the object device 2 of communication as signals conforming 
to the HTTP protocol, which is a type of predetermined 
communication protocol. 

25 [0031] 

At first it is assumed that the signal 41 to be 
transmitted from the personal computer 3 to the target 
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device 2 of communication is a communication command having 
the illustrated configuration. Specif ically, the signal 41 
is a signal which is configured as follows , sequentially 
from the left. 
5 [0032] 

Start identifier: S T x 

Serial communication station number: 7F00 
Model: H 

Write command: WH 
10 Timing : 1 

Memory address: SR00000 

Data count: 2 

Hexadec imal : H 

Data: 0123, 4567 
15 Data end identifier: E TX 

Frame : C R L F 

The personal computer 3 converts this communication 
command 41 into the character string 4 2 by URL encoding. 
The URL encoding is to display alphanumeric as is, 
20 converting special characters into hexadecimal 2-digit 

characters following "%", and converting a space into "+". 
If the serial data is "ascd, 1234!" #$%", for example, this 
string is converted into "ascd%2C1234%21%22%23%24%25" . 
[0033] 

25 This character string 42 is transmitted as the main 

text of the message 43 of the HTTP POST method. The HTTP 
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POST method message 43 is comprised of the header (1-7) of 
the HTTP protocol , null line (8) and the text (9). 
[0034] 

In the header line (1), POST indicates the method, 
5 202.13.200.10 indicates the destination (IP address ), and 
1.0 indicates the version. 
[0035] 

Reference sign (2) indicates a reference paragraph. 
[0036] 

10 (3) Indicates that the firewall (proxy server) is 

maintaining a connection. 
[0037] 

(4) Indicates the IP address of the destination. 
[0038] 

15 ( 7 ) Indicates the length of the text by the number of 

bytes . 

[0039] 

The HTTP POST method message 43, sent from the personal 
computer 3, which are signals conforming to the HTTP 
20 protocol, passes through the firewall 4 and is received by 
the communication interface device 1 . Here the protocol 
conversion server 13 decodes the command written in the 
message 4 3 into a serial communication command according to 
the reverse procedure of the URL encoding shown in Fig. 3, 
25 and transmits the command from the serial interface 11. 
[0040] 
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The communication interface device 1 stores the 
information read by the Web server 14 and the "JAVA applet" 
(e.g. "socket communication JAVA applet" ) , "GUI (Graphic 
User Interface) JAVA applet" of the application program to a 
5 non-volatile memory 15 , as shown in Fig. 4 and Fig. 5. This 
information and JAVA applet are read upon request from the 
browser of the personal computer 3, are transferred to the 
personal computer 3 via the external network 30, the 
firewall 4 and the internal network 20, and are executed 
10 there. 

[0041] 

"socket communication JAVA applet" here is a JAVA 
applet which has socket communication functions, and 
communicates with the object device 2 of communication via 
15 the protocol conversion server 13, and "GUI JAVA applet" is 
the JAVA applet for graphic display and information input to 
the browser. 
[0042] 

Fig. 4 shows an example when the personal computer 3 
20 acquires Web data and communicates with the object device 2 
of communication via the firewall 4a having HTTP protocol 
relay section 4h for relaying only HTTP protocol. The 
procedure of communication between the personal computer 3 
and the object device 2 of communication is as follows. 
25 [0043] 

The personal computer 3 transmits the GET method of the 
HTTP protocol to the communication interface device 1 via 
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the firewall 4a. The communication interface device 1 sends 
the GET method received by the HTTP server 17 to the Web 
server 14 , and the Web server 14 returns the file of the 
specified Web data to the personal computer 3. The personal 
5 computer 3 executes the Web data acquired from the Web 
server 14/ such as a JAVA applet. This JAVA applet 
transmits the POST method of the HTTP protocol to the 
protocol conversion server 13. The protocol conversion 
server 13 extracts the command from the message of the POST 

10 method, decodes this into a serial communication command 

according to the reverse procedure of the URL encoding, and 
sends the serial communication command to the object device 
2 of communication. Then the protocol conversion server 13 
transmits the response from the object device 2 of 

15 communication to the personal computer 3 . 
[0044] 

The HTTP server 17 has the function to judge whether a 
request sent from the personal computer 3 is a request for 
acquiring Web data from the Web server 14, or a request for 

20 data communication with the object device 2 of communication. 
This HTTP server 17 is required when the communication 
protocol between the personal computer 3 and the Web server 
14, and that between the personal computer 3 and the 
protocol conversion server 13 are both HTTP protocol. 

25 [0045] 

In order to judge whether a request received by the 
HTTP server 17 is a request for acquiring Web data or a 
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request for communicating with the object device 2 of 
communication, a method of the HTTP protocol is used as an 
identifier in the case of Fig. 4. Specifically, the HTTP 
server 17 sends the received request to the Web server 14 in 
5 the case of the GET method, and sends the received request 
to the protocol conversion server 13 in the case of the POST 
method. 

[0046] 

Other than these methods of using a method of the HTTP 
10 protocol as an identifier, a request line of the HTTP 

protocol or an arbitrary identifier written in the HTTP 
header can be used. 
[0047] 

Fig. 5 is an example when the personal computer 3 
15 communicates with the object device 2 of communication via 
the firewall 4b having the HTTP protocol relay section 4h, 
which relays only HTTP protocol signals, and the FTP 
protocol relay section 4f, which relays only FTP protocol 
signals . 
20 [0048] 

The personal computer 3 acquires the Web data via the 
HTTP protocol relay section 4h, and communicates with the 
object device 2 of communication via the FTP protocol relay 
section 4f . The protocol conversion server 13 extracts a 
25 communication command to the object device 2 of 

communication from the requests sent from the personal 
computer 3, and decodes this into a serial communication 
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command according to the reverse procedure of the URL 
encoding, and sends it to the object device 2 of 
communication. Then the protocol conversion server 13 sends 
the response sent from the object device 2 of communication 
5 to the personal computer 3 . 
[0049] 

In this case, the communication protocol between the 
personal computer 3 and the Web server 14 and between the 
personal computer 3 and the protocol conversion server 13 

10 are different, so the HTTP server 17 shown in Fig. 4 is not 
installed. For the communication between the personal 
computer 3 and the protocol conversion server 13, HTTP 
protocol is used in the case of Fig. 4, and FTP protocol is 
used in the case of Fig. 5, but a UDP application protocol, 

15 such as Telnet, RLOGIN and TFTP, which are application 
programs of TCP/IP, can be used. 
[0050] 

The Web server 14 stores the HTML Doc and other 
information 14a to the non-volatile memory 15, as shown in 

20 Fig. 6, and also when a connection request is received from 
the personal computer 3, the Web server 14 sends a response 
on connection enabled (or disabled) according to the built- 
in server program 14b, and when a file is requested 
(specified), the Web server 14 sends a file (or replies 

25 transmission disabled), and when a disconnection is 
requested, the Web server 14 executes disconnection. 
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y^ji^K^-fv^ htt p— y^taysLfcffiga) 

[0047] HI 5(2, HTT P^p h =i /MZ^Sr+MH- 
^HTTP/u h^/U^SM h t FTP7n h a/KO 
30 ^itSFTP^o h=>Jlst¥mi®4 f <t^Mx.fc^ 

r^7')t-/Mb^it, '<y = >3t>mfe*t&m 

[0 0 4 8] A°y3>3lt HTTPyn h^/U^gp 
4 h^jl'ltWe bf — ^ <7)Ig#£rtTV\ FTP^nh 

n ha/^ftt-zq 3 12, A'yny3j5^g(H^tifc 

3 ^biif»»*«HS2— <oaft3-r^ K£r 

40 2fCi£{f1-5o ii«»*«WS2^e>aibtt^:U^ 
^^^Sr^"«y=i>3^<f-r5o 

[004 9] Z(DW;&, A 0 y3>3iWebt-/U4 
Pfl, ^Vny3i:7D h a^SElfelf— l 3Pfl(Oii{f^ 
Ph^^MSWT% @4I^LtHTTPf-/n 

7^^^i■Tv^^v^ 0 /<y =3^3 <b h^/^^if— 

1 3^^ffl{f^, @4t*|j;HTTP7 p p El 5 T* 

(iFTP^p h^/uSr-^tL^tt^fflUrv^^^, flfe^T 
CP/I P077!)^-V3y^D^7AT'fc5Te 1 
net, RLOG IN^TFTP^UDP77 , y^ r - 
50 ha;uS:fiEfflt5-i^5. 
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[00 5 0] Web if— '< 14(1 El 6 iCTjH" «t 5 i-, 
HTML Doc-t <Z>ffi,<0fflr ft 1 4 a Sr?F«38tt7< 
l^ftJrti-*— lis t-^P^AUb^IU w 
*Lfc«o r . V a > 3 ^^gtl*^ fc -5 t g&RSf ^ 

[0 0 5 1 ] h ^ l 3 li, 07 

y=i^3^e>i^m^tt)ty iim*ttfe«» 

[0 0 5 2] -ftefrh, ~7u h n/^^f— y< \ 3 {1. 
^yn>3^b3vyK^fe5ft|: N TCP/lP^n 
h=/u<z>y >y^* ii«*t*«»2^ <£>i!{f a-r 

iim^*««-2^baie>nfcu^^^^S:^y3^3{c 

i£5 o ^y=2^3^b«3»f^*^fc^t> t'pM/^ 
attfiJWrSr^i-So tcp/ip 

tt, Mxfl HTTP. FTP, Telnet ftifT'fc 

[0 0 5 3] _L1E<£>J: l <k 

o ^ b 8 x&m 9 ^^-r ct 9 <09— *3> 

h3 1, s^tt-^*— KZ>a«Sr^tfc«Ort«fB* 
v H7— ^^BtOAttfcttrt+y h t7 — ^ 3 2 

[0 0 5 4] 0 8lt hy-^ 2 0a tCjgiS-r 

£^y=i>3 aSrj«W?/ YV — 2 2 0 b i^ffiJKi"S 

>f h 3 1 fcSMfcU -Y h3 1^tt 

[0 0 5 5] 09lt 0-^7^-^200, 2 
0 dtcggjK-rs^y = >3 c, 3 d^^jx-ett^r^T 
^-/Hc, 4 d Sr^L"Cttrt*y h!7- * 3 2 left 
IfcU ttrt** F7-^ 3 2SrttfflLTa«-f 

/U4 c&t>*4 d^«astt^eF?e5B*«pp^*ir^tt 

[00 5 6] R^H 1 0 ft, ««<Z>»«*t**»*:*if 
<fc 5 ^Pir^^fS^ FA (7r^ h!i 
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[0 0 5 7] Ml OlCfc^T, «ft^lftMIM»2 

a, 2b, 2c, -|i^H3^y^7x-^(l 

T, *K1^^5) la, lb, lc, 
-/MMW>7b7-^2 0^lT, 97<{T> 
^°y = ^3 ir^Bg-Cfflff Srff 5 J: 5 £*xTV^ 0 
10 v^-=iyhD-7, 2 b tepgfif+A, 2c«l«lt 

Bt-*)5o "t t*t N r*te>aff*r*ttisg2 a , 2 b, 2 

c, - ^^^^A^II^Sm^^^^OK^r^^^ 

[0 0 5 8] KifWfcitt* ^°y=iy3^bwwwt-/< 

>f ^ y U -f (7) IB ffi K £ « * ft 5 ^ £ «• J A V A T -7 \s V 
K^3fffi* s IBifi*ixTV^*o ) ^^*^a<h, WWWt 
-^5ii3i£ K*^y yh^y^>3i:Mt5o 

20 [0 0 5 9] ^ya^3^^7^iffl ItEfiffl 

~y V h<Z>fffi*fc1£o-C. -blS^> 2 a \Z.^M 

Snt*Sfila|IJAVA77 p l/^h*g*t5o - 
n^JSCT, *3£Bl a M*#£*lfc J AVA77 P I/7 

hSr^yn>3^S|{f-rs^)"C s<y^>3<DT^( *7 

u^mm±x* j AVA7/W7 K^ntT^r«Bi**o - 

[0 0 6 0] B10 -ett, «Hft^afll«t*«S 2a, 2 

b, 2c^C*Stla, lb, lc^iilt^ 

30 Hf»««S^, «AfiW«fh2 b, 2cOJ:9 

^wca«#iii«r*oa*oa«»*«»^**tfi, b 

1. j eixb^aft«-*«8S2 b, 2c^r 

iM!§?2b, 2 cirtiii i(^W"c*>y T/uaff 

[0 0 6 1] Ull (DpffiftCO^. 1 tCte, H 

TML K*a^ > ht bt' riBfl5tH9:^ffl K^r^^ > 

40 7 7£fifflK^ra^>hj WftWSft, J AVA77 P 
h <fc It ramffl J AVA7/1/7 hj , T^^ffl 
JAVA77 P l/yhj , ^ffi J AVA77 > l/y Fj 

^past&j|ftStt5o ^tt> A e y3y3^7!>f^brt 

^5/^7-^2 0, 77^7-)t-/H, «^7h 
y — ^ 3 0^lt*8Ill:5*^fc5i:, *iSE l 
teg*$*l/cHTML K^a> V h^t>* J AVA77 P U 
5/ hSr^y 3 {ci^{f"^^>cDT% ^°y=i>- 3(7)7^ ^ 

50 [0062] jt^± x m^<Dffi&mK^^xmw u/c^ N 
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